Privacy Notice for Legal Services

As the Council’s Legal Services department, we provide legal advice and representation to the Council,
its executive and internal service departments including the Electoral Registration Officer, Returning
Officer and Human Resources. Some of the information that you provide to our service departments
about yourself is passed to us. Sometimes you will provide us with information about yourself directly. We
may also hold information about you which has been provided by third parties e.g. witnesses in criminal
and civil cases.

We are required to comply with the Solicitors Regulation Authority Code and Handbook 2011 and other
professional codes of conduct.

Processing activity - In general terms, we process personal information relating to the following areas of
law:

building control

commercial property

community safety

complaints

contract advice and preparation

council tax

data protection

defending legal proceedings

employment

environmental

freedom of information

highways

housing

human resources advice including employmenttribunal
judicial review

leases

licensing

litigation (civil & criminal)

local government

national non-domestic rates

ombudsman

planning

procurement

property & conveyancing (council related property disposals and acquisition)
prosecutions for breaches of legislation applicable to us as local authority
regulatory notices

right to buy

Information requirements — our processing activities may include:

full name

address including postcode
date of birth

telephone number

email address

forwarding address(es)
national Insurance Number
CCTV and photographic images
criminal conviction(s)
health information

financial Information
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. details of property you own.
. vehicle registration numbers
. information about what you have done or have failed to do

Failure to provide your personal data may result in us being unable to complete legal transactions with
you or may lead to you failing to receive important legal documents and relevant correspondence.

Your information will be held on dedicated case files and general correspondence files.

Lawful bases - our lawful bases for processing your personal information are:

° where it is necessary to fulfil your contractual obligations to us or our contractual obligations to you
e.g. entering into alease

o where it is necessary for the establishment, exercise or defence of legal claims

° where needed for the performance of a task carried out in the public interest (under legislation
applicable to our client departments)

. in the exercise of official authority vested in us (under legislation applicable to our client
departments)

Reasons for processing - some of the information that is collected and shared is classified as:

e special category personal data;
e criminal convictions and offences (including alleged offences).

This is processed for reasons of substantial public interest under the laws that apply to us where this
helps to meet our broader social obligations such as where it is necessary for us to fulfil our legal
obligations and regulatory requirements. We have a Data Protection Policy that sets out how this
information will be handled.

Data sharing - we may share and receive information from:

Our department(s) including Electoral Registration
Councillors

Member of Parliament

Other local authorities

Government agencies

Courts/tribunals

Land Registry

Ombudsman

Lawyers and other professionals who may be acting on our behalf
EK Services

EK Housing

We may also rely on a number of exemptions, which allow us to share information without needing to
identify a lawful basis for the sharing and without needing to provide you with information about the
sharing. Please refer to the Kent & Medway Information Agreement for further details on our sharing
arrangements.

Retention period - we keep your personal information for the minimum period necessary. The
information outlined in this Privacy Notice will be kept in accordance with the retention periods. All
information will be held securely and disposed of confidentially.

Anonymisation- your personal information may be converted (‘fanonymised') into statistical or aggregated
data in such a way that ensures that you cannot be identified from it. Aggregated data cannot, by definition,
be linked back to you as an individual and may be used to conduct research and analysis, including the
preparation of statistics for use in our reports.

Right to object —where processing your personal information is required for the performance of a public
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interest task (see our lawful bases above), you have the right to object on ‘grounds relating to your
particular situation’. We will have to demonstrate why it is appropriatefor us to continue to use your

personal data.

Changes to this Privacy Notice — we review this Privacy Notice regularly and will place updates on our
website.

Please refer to our Corporate Privacy Notice at www.dover.gov.uk for further details of how we process
your personal information.
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